CAREER: A Pathway towards Channel
Camouflage and Manipulation Techniques for
Wireless Security

USE

UNIVERSITY OF
SOUTH FLORIDA

Scientific Impact:

The project can improve the security
of existing channel based

Challenge: authentication and location

*  Due to the prevalence of applying - Received signal received signal distinction approaches by creating
spatial uncorrelation property for e techniques that can effectively
wireless security, an important N . detect virtual multipath attacks;
question will be naturally raised. ottt “ 7 The project can enable the general

What will happen if this property is (i) () (@) 2"y (o)
compromised? The answer to this B A B — A

o

security research community to gain
further understanding about how to

question W|“ impact Wire|eSS Transmitter Receiver Attacker Receiver advance Security USing Wireless

security in fundamental ways. (dishonest transmitter)

(a) Real multipath (b) Virtual multipath

features.

Broader Impact:

Solution: YW

>
. . . o —_—]
¢ We discovered virtual multipath Sriginal nodelay Adelay [—> ...... A delay
channel technique that can signal W) A wr

break the uniqueness of the /MJ‘JL
wireless channel characteristic weighted sum () ——

. aggregated signal to the

¢ On the other hand, this realistic wireless channel

technique leads a pathway to
the significant security
advancement of various
wireless applications.

NSF # 1553304,

PI: Yao Liu

Contact: yliu@cse.usf.edu

Institution: University of South Florida

The proposed research has the
potential to substantially improve
the security of existing channel
based authentication and
location distinction approaches,
and accordingly impacts wireless
security research due to the wide
adoption of these approaches in
the design of wireless systems.

The research outcome will be
integrated to the PI’s network
security course at USF.



